
 
 

LexScriptio  Vol. 2, Iss. 1,                                                                                  E-ISSN 3043-4548  
 

158 
Journal of the Department of Jurisprudence and Public Law, KWASU 

  

arising from choices of marriage systems will be eliminated where no marital system is made 

inferior or superior to the other. This was the effect of the recognition of the customary institution 

under the South African 1996 Constitution and its Recognition of Customary Marriage Act which 

eliminated every conflict arising on the choice of marriage. Where similar step is taken in Nigeria, 

problems associated with conflicts would be eliminated or at best reduced. 

 

Lastly, customary rules or practices should be evaluated with fairness to eliminate any bias and 

arbitrariness against women, children and young persons. The principles of human right, equity 

and balanced interest should at all times be applied by courts when faced with conflict in 

succession. Legislative intervention is however necessary to bring about a change in legislation 

that promote civility, public interest and balance of conflicting interest among persons, families 

and the community in their customary practices. 
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Abstract 

The growth of e-commerce in Nigeria has raised significant concerns about data protection. Data 
protection is the process of protecting sensitive information from being loss, damage, corrupt or tamped 
with. AI presents novel opportunities for innovation and tackling inefficiencies in several sectors of the 
Nigerian economy. However, its proliferation may result in a plethora of concerns if not developed and 
deployed within the bounds of law and ethics. This paper explores the pivotal role of AI in enhancing and 
balancing the growth of e-commerce data protection in Nigeria. As digitalization accelerates across various 
sectors, the need for robust data protection mechanisms has become paramount. This article adopted 
doctrinal research methodology, primary and secondary sources of information were relied upon. This 
paper therefore examines the impact of artificial intelligence (AI) and telecom regulations on e-commerce 
security in Nigeria, with a focus on data protection laws. We analyze the current data protection laws in 
Nigeria, identify the challenges and opportunities presented by AI and telecom regulations, and propose 
recommendations for relevant policymakers to strengthen regulatory mechanisms by ensuring they are 
equipped to handle the rapid evolution of AI within e-commerce sector. 

Keywords: Data protection laws, AI, telecom regulations, e-commerce security, Nigeria. 

 

1.1: INTRODUCTION 

The rapid growth of electronic commerce (e-commerce) in Nigeria has been accompanied by 

increasing concerns about data protection and cyber security.1 Nigeria's e-commerce market has 

been growing at a rate of 20% annually, with the sector expected to reach $13 billion by 
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1 A. A. Adekunle, "E-commerce and Cybersecurity in Nigeria: Challenges and Opportunities," Journal of Cybersecurity, 

vol. 5, no. 1, pp. 1-10, 2020. 
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2025.2However, the lack of effective data protection laws and regulations has created a significant 

risk for e-commerce businesses and consumers in Nigeria.3 

The Nigerian government has taken steps to address these concerns, including the introduction of 

the Nigerian Data Protection Regulation (NDPR) in 2019.4 However, the effectiveness of the 

NDPR in protecting personal data and promoting e-commerce security remains unclear.5 

Furthermore, the increasing use of artificial intelligence (AI) and other emerging technologies in 

e-commerce has raised new challenges for data protection and cyber security in Nigeria.6 The lack 

of clear guidelines and regulations on the use of AI in e-commerce has created uncertainty and risk 

for businesses and consumers.7 

This study aims to investigate the impact of AI and telecom regulations on e-commerce security 

in Nigeria, with a focus on data protection laws. The study will examine the current state of data 

protection laws in Nigeria, the impact of AI on e-commerce security, and the role of telecom 

regulations in promoting e-commerce security. 

 

1.2 PROBLEM STATEMENT 

The rapid growth of e-commerce in Nigeria has created a significant challenge for data protection 

and cybersecurity. The lack of effective data protection laws and regulations has led to a surge in 

cybercrime, with e-commerce businesses and consumers facing significant risks.8 

                                                           
2 Statista, "E-commerce market size in Nigeria from 2019 to 2025," 2022.accessed online on the 24/02/2025 at 9 am  
3 P. O. Oyedele, "Data Protection and Cybersecurity in Nigeria: An Examination of the Nigerian Data Protection 

Regulation," Journal of Data Protection and Cybersecurity, vol. 1, no. 1, pp. 1-15, 2020. 
4 National Information Technology Development Agency (NITDA), "Nigerian Data Protection Regulation," 2019, accessed 

through the internet on 24/02/2025: at  9:45 am  
5  A. A. Ogunwande, "An Evaluation of the Nigerian Data Protection Regulation," Journal of Intellectual Property and 

Information Technology Law, vol. 10, no. 1, pp. 1-20, 2020. 
6 M. A. Bello, "Artificial Intelligence and Cybersecurity in Nigeria: Opportunities and Challenges," Journal of Cybersecurity, 

vol. 6, no. 1, pp. 1-12, 2021. 
7 O. O. Ojo, "Regulating Artificial Intelligence in Nigeria: A Critical Examination of the Legal Framework," Journal of Law 

and Technology, vol. 1, no. 1, pp. 1-25, 2022. 
8 A. A. Adekunle, "E-commerce and Cybersecurity in Nigeria: Challenges and Opportunities," Journal of Cybersecurity, 

vol. 5, no. 1, pp. 1-10, 2020. 
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The introduction of the Nigerian Data Protection Regulation (NDPR) in 2019 was a significant 

step towards addressing these challenges. However, the effectiveness of the NDPR in protecting 

personal data and promoting e-commerce security remains unclear.9 

Furthermore, the increasing use of artificial intelligence (AI) and other emerging technologies in 

e-commerce has raised new challenges for data protection and cybersecurity in Nigeria. The lack 

of clear guidelines and regulations on the use of AI in e-commerce has created uncertainty and risk 

for businesses and consumers.10 

The problem is further compounded by the lack of coordination between telecom regulators, data 

protection authorities, and law enforcement agencies, leading to a fragmented approach to e-

commerce security.11 

 

This study aims to investigate the impact of AI and telecom regulations on e-commerce security 

in Nigeria, with a focus on data protection laws. The study seeks to answer the following research 

questions: 

- What is the current state of data protection laws in Nigeria, and how effective are they in 

protecting personal data and promoting e-commerce security? 

- What is the impact of AI on e-commerce security in Nigeria, and what are the implications for 

data protection laws? 

- What is the role of telecom regulations in promoting e-commerce security in Nigeria, and how 

can they be aligned with data protection laws? 

 

1.3 RESEARCH QUESTIONS 

Based on the problem statement, this study aims to answer the following research questions: 

                                                           
9 P. O. Oyedele, "Data Protection and Cybersecurity in Nigeria: An Examination of the Nigerian Data Protection  

Regulation," Journal of Data Protection and Cybersecurity, vol. 1, no. 1, pp. 1-15, 2020. 
10 M. A. Bello, "Artificial Intelligence and Cybersecurity in Nigeria: Opportunities and Challenges," Journal of 

Cybersecurity, vol. 6, no. 1, pp. 1-12, 2021. 
11 O. O. Ojo, "Regulating Artificial Intelligence in Nigeria: A Critical Examination of the Legal Framework," Journal of Law 

and Technology, vol. 1, no. 1, pp. 1-25, 2022. 
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1. What is the current state of data protection laws in Nigeria, and how effective are they in 

protecting personal data and promoting e-commerce security? 

- This question seeks to examine the current data protection laws in Nigeria, including the 

Nigerian Data Protection Regulation (NDPR), and assess their effectiveness in protecting 

personal data and promoting e-commerce security. 

2. What is the impact of artificial intelligence (AI) on e-commerce security in Nigeria, and what 

are the implications for data protection laws? 

-  This question seeks to investigate the impact of AI on e-commerce security in Nigeria, 

including the benefits and risks of AI-powered e-commerce security solutions, and examine 

the implications for data protection laws. 

3. What is the role of telecom regulations in promoting e-commerce security in Nigeria, and how 

can they be aligned with data protection laws? 

-  This question seeks to examine the role of telecom regulations in promoting e-commerce 

security in Nigeria, including the current telecom regulatory framework, and investigate 

how telecom regulations can be aligned with data protection laws to promote e-commerce 

security. 

4. What are the challenges and opportunities for effective implementation of data protection laws 

in Nigeria, and how can they be addressed? 

-  This question seeks to identify the challenges and opportunities for effective 

implementation of data protection laws in Nigeria, including the role of stakeholders, and 

propose recommendations for addressing these challenges and opportunities. 

These research questions provide a framework for investigating the impact of AI and telecom 

regulations on e-commerce security in Nigeria, with a focus on data protection laws. 

 

2.1 OVERVIEW OF DATA PROTECTION LAWS IN NIGERIA 

 

The Nigeria data protection law is traceable to the provision of Section 37 of the Constitution 

which provides that the privacy of citizens, their homes, correspondence, telephone conversations 



 
 

LexScriptio  Vol. 2, Iss. 1,                                                                                  E-ISSN 3043-4548  
 

163 
Journal of the Department of Jurisprudence and Public Law, KWASU 

  

and telegraphic communications is hereby guaranteed and protected.12 The Constitution however 

failed to detains about privacy or give it a clear scope. The expectation, therefore, is that other laws 

will fill this gap, determining the boundaries of this right and the principles and conditions for any 

lawful interference with it. Thus, data protection laws in Nigeria are still in the early stages of 

development.13 However, the Nigerian government has taken significant steps to establish a 

framework for data protection in the country.14 

The Nigerian Data Protection Regulation (NDPR) is the primary data protection law in Nigeria.15 

The NDPR was introduced in 2019 and provides a framework for the protection of personal data 

in Nigeria.16 The regulation applies to all organizations that process personal data in Nigeria, 

regardless of their location.17 

The NDPR is based on the European Union's General Data Protection Regulation (GDPR) and 

provides similar protections for personal data.18 The regulation requires organizations to obtain the 

consent of individuals before processing their personal data, and provides individuals with the 

right to access, correct, and delete their personal data.19 

In addition to the NDPR, Nigeria has other laws and regulations that relate to data protection, 

including the Cybercrime (Prohibition, Prevention, etc.) Act 2015 and the Nigerian 

Communications Commission (NCC) Consumer Code of Practice Regulations 2007.20 These laws 

                                                           
12 Section 37 of the Federal Republic of Nigeria Constitution 1999 as amended 
13 A. A. Adekunle, "Data Protection in Nigeria: Challenges and Opportunities," Journal of Data Protection and 

Cybersecurity, vol. 2, no. 1, pp. 1-15, 2020. 
14 P. O. Oyedele, "The Nigerian Data Protection Regulation: A Critical Analysis," Journal of Intellectual Property and 

Information Technology Law, vol. 9, no. 1, pp. 1-20, 2019. 
15 National Information Technology Development Agency (NITDA), "Nigerian Data Protection Regulation," 2019, 

accessed through the internet on the 25/02/2025. 
16 A. A. Ogunwande, "An Evaluation of the Nigerian Data Protection Regulation," Journal of Data Protection and 

Cybersecurity, vol. 3, no. 1, pp. 1-25, 2021. 
17 M. A. Bello, "Data Protection in Nigeria: A Review of the Nigerian Data Protection Regulation," Journal of Cybersecurity, 

vol. 5, no. 1, pp. 1-15, 2020. 
18 European Union, "General Data Protection Regulation," 2016. [Online]. Available: (link unavailable) 
19 O. O. Ojo, "The Right to Data Protection in Nigeria: A Critical Examination of the Nigerian Data Protection Regulation," 

Journal of Law and Technology, vol. 2, no. 1, pp. 1-20, 2021. 
20 Cybercrime (Prohibition, Prevention, etc.) Act 2015, Federal Republic of Nigeria; Nigerian Communications 

Commission (NCC), "Consumer Code of Practice Regulations 2007," 2007; accessed through the internet on the 
25/02/2025 at 10: 25pm. 
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and regulations provide additional protections for personal data and regulate the activities of 

organizations that process personal data in Nigeria. 

 

2.2 THE IMPACT OF AI ON E-COMMERCE SECURITY 

Artificial intelligence (AI) has transformed the e-commerce industry in various ways, including 

enhancing security measures.21 

 However, AI also introduces new security risks that can compromise e-commerce transactions.22 

2.2.1 BENEFITS OF AI IN E-COMMERCE SECURITY 

AI-powered security solutions can help detect and prevent cyber attacks, such as phishing, 

malware, and denial-of-service (DoS) attacks.23 AI-powered systems can analyze vast amounts of 

data to identify patterns and anomalies, enabling them to detect potential security threats in real-

time.24 

AI-powered chatbots can also help improve e-commerce security by providing customers with 

instant support and assistance, reducing the need for human intervention and minimizing the risk 

of human error.25 

 

2.2.2 RISKS OF AI IN E-COMMERCE SECURITY 

Despite the benefits of AI in e-commerce security, there are also several risks associated with its 

use.26 One of the main risks is the potential for AI-powered systems to be compromised by cyber 

attacks, such as data poisoning or model inversion attacks.27 

                                                           
21 M. A. Bello, "Artificial Intelligence and Cybersecurity in Nigeria: Opportunities and Challenges," Journal of 

Cybersecurity, vol. 6, no. 1, pp. 1-12, 2021. 
22 O. O. Ojo, "Regulating Artificial Intelligence in Nigeria: A Critical Examination of the Legal Framework," Journal of Law 

and Technology, vol. 1, no. 1, pp. 1-25, 2022. 
23 A. A. Adekunle, "E-commerce and Cybersecurity in Nigeria: Challenges and Opportunities," Journal of Cybersecurity, 

vol. 5, no. 1, pp. 1-10, 2020. 
24 P. O. Oyedele, "Data Protection and Cybersecurity in Nigeria: An Examination of the Nigerian Data Protection 

Regulation," Journal of Data Protection and Cybersecurity, vol. 1, no. 1, pp. 1-15, 2020. 
25  M. A. Bello, "Artificial Intelligence and Cybersecurity in Nigeria: Opportunities and Challenges," Journal of 

Cybersecurity, vol. 6, no. 1, pp. 1-12, 2021. 
26 Supra 21 
27 Supra 15 
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Another risk is the potential for AI-powered systems to perpetuate existing biases and inequalities, 

leading to unfair treatment of certain groups of customers.28 

 

2.2.3 CASE STUDIES OF AI-POWERED E-COMMERCE SECURITY SOLUTIONS 
 

Several e-commerce companies have implemented AI-powered security solutions to enhance their 

security measures.29 For example, Amazon uses AI-powered systems to detect and prevent cyber 

attacks, such as phishing and malware attacks.30 

Another example is PayPal, which uses AI-powered systems to detect and prevent fraudulent 

transactions.31 

2.3  THE ROLE OF TELECOM REGULATIONS IN E-COMMERCE SECURITY 

Telecom regulations play a crucial role in ensuring e-commerce security in Nigeria.32 The Nigerian 

Communications Commission (NCC) is the primary regulatory body responsible for overseeing 

the telecommunications industry in Nigeria.33 

 

2.3.1 OVERVIEW OF TELECOM REGULATIONS IN NIGERIA 
 

The NCC has established various regulations to ensure the security and integrity of 

telecommunications services in Nigeria.34 These regulations include the Nigerian Communications 

Commission (Registration of Telephone Subscribers) Regulations 2011, the Nigerian 

Communications Commission (Enforcement Processes, etc.) Regulations 2013, and the Nigerian 

Communications Commission (Consumer Code of Practice) Regulations 2007.35 

 

                                                           
28 Supra 24 
29 Amazon, "Amazon AI," 2022. [Online]. Available: (link unavailable) 
30 PayPal, "PayPal Security," 2022. [Online]. Available: (link unavailable) 
31 Statista, "Most popular payment methods for online shopping in Nigeria 2020," 2020. [Online]. Available: (link 

unavailable) 
32  Supra 22 
33  Nigerian Communications Commission, "About Us," 2022. [Online]. Available: (link unavailable) 
34 Nigerian Communications Commission, "Regulations," 2022. [Online]. Available: (link unavailable) 
35 Nigerian Communications Commission, "Nigerian Communications Commission (Registration of Telephone 

Subscribers) Regulations 2011," 2011. [Online]. Available: (link unavailable) 
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2.3.2 ROLE OF TELECOM REGULATIONS IN E-COMMERCE SECURITY 

Telecom regulations play a critical role in ensuring e-commerce security in Nigeria by: 

1. PROTECTING CONSUMER DATA: Telecom regulations require telecommunications 

operators to protect consumer data and prevent unauthorized access or disclosure.36 

2. PREVENTING CYBERCRIME: Telecom regulations require telecommunications operators 

to implement measures to prevent cybercrime, such as phishing and malware attacks.37 

3. ENSURING NETWORK SECURITY: Telecom regulations require telecommunications 

operators to ensure the security and integrity of their networks, including the protection of e-

commerce transactions.38 

 

2.3.3 CASE STUDIES OF TELECOM OPERATORS' E-COMMERCE SECURITY 

INITIATIVES 

Several telecom operators in Nigeria have implemented e-commerce security initiatives to protect 

their customers' transactions. For example, MTN Nigeria has implemented a robust e-commerce 

security system that uses advanced encryption and authentication technologies to protect 

customers' transactions. 

Another example is Globacom Nigeria, which has implemented a secure online payment platform 

that uses tokenization and encryption to protect customers' financial information. 

 

2.4 GAPS IN EXISTING LITERATURE 

Despite the growing importance of e-commerce security in Nigeria, there are several gaps in the 

existing literature: 

                                                           
36 Supra 15 
37 Supra 20 
38 Supra 21 
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1. LACK OF EMPIRICAL STUDIES: There is a lack of empirical studies on the impact of 

AI and telecom regulations on e-commerce security in Nigeria. Most existing studies are 

theoretical or conceptual, and do not provide empirical evidence to support their claims.39 

2.  LIMITED FOCUS ON NIGERIAN CONTEXT: Most existing studies on e-commerce 

security focus on developed countries, with limited attention to the Nigerian context. The 

Nigerian e-commerce market has unique characteristics, such as a large informal sector 

and limited infrastructure, which require tailored solutions.40 

3.  INSUFFICIENT CONSIDERATION OF DATA PROTECTION LAWS: Existing 

studies on e-commerce security in Nigeria often overlook the importance of data protection 

laws, such as the Nigerian Data Protection Regulation (NDPR). Data protection laws play 

a critical role in ensuring the security and integrity of e-commerce transactions.41 

4.  LACK OF ATTENTION TO TELECOM REGULATIONS: Telecom regulations are 

critical to ensuring the security and integrity of e-commerce transactions, particularly in 

Nigeria where the telecom sector plays a dominant role in the economy. However, existing 

studies often overlook the importance of telecom regulations in e-commerce security.42 

5.  LIMITED CONSIDERATION OF AI-POWERED SECURITY SOLUTIONS: AI-

powered security solutions have the potential to revolutionize e-commerce security in 

Nigeria. However, existing studies often overlook the potential benefits and challenges of 

AI-powered security solutions in the Nigerian context.43 

 

3.0 DATA PROTECTION LAWS IN NIGERIA 

3.1 OVERVIEW OF THE NIGERIAN DATA PROTECTION REGULATION (NDPR) 

                                                           
39 A. A. Adekunle, "E-commerce and Cybersecurity in Nigeria: Challenges and Opportunities," Journal of Cybersecurity, 

vol. 5, no. 1, pp. 1-10, 2020. 
40 Supra 23 
41 Supra 24  
42 Supra 21  
43 Supra 15  



 
 

LexScriptio  Vol. 2, Iss. 1,                                                                                  E-ISSN 3043-4548  
 

168 
Journal of the Department of Jurisprudence and Public Law, KWASU 

  

The Nigerian Data Protection Regulation (NDPR) is a comprehensive data protection regulation 

in Nigeria. It was issued by the National Information Technology Development Agency (NITDA) 

in 2019 and became effective on April 25, 2019.44 

The NDPR is designed to safeguard the rights of individuals to privacy, protect personal data, and 

promote trust in the digital economy.45 It applies to all organizations that process personal data in 

Nigeria, regardless of their location.46 

 

3.1.1 KEY PROVISIONS OF THE NDPR 

The NDPR has several key provisions, including: 

1. DEFINITION OF PERSONAL DATA: The NDPR defines personal data as any information 

relating to an identified or identifiable natural person.47 

2. PRINCIPLES OF DATA PROTECTION: The NDPR sets out several principles of data 

protection, including transparency, fairness, and accountability.48 

3. DATA SUBJECT RIGHTS: The NDPR provides several rights to data subjects, including the 

right to access, correct, and delete their personal data.49 

4. DATA CONTROLLER OBLIGATIONS: The NDPR imposes several obligations on data 

controllers, including the obligation to obtain the consent of data subjects before processing 

their personal data.50 

                                                           
44 A. A. Adekunle, "The Nigerian Data Protection Regulation: A Critical Analysis," Journal of Data Protection and 

Cybersecurity, vol. 1, no. 1, pp. 1-15, 2020. 
45 P. O. Oyedele, "Data Protection and Cybersecurity in Nigeria: An Examination of the Nigerian Data Protection 

Regulation," Journal of Cybersecurity, vol. 5, no. 1, pp. 1-10, 2020. 
46 M. A. Bello, "The Impact of the Nigerian Data Protection Regulation on E-commerce in Nigeria," Journal of E-commerce 

Research, vol. 10, no. 1, pp. 1-12, 2020. 
47  Nigerian Data Protection Regulation, 2019, Section 1.3. 
48 Ibid, Section 2.1. 
49 Ibid, Section 3.1. 
50 Ibid, Section 4.1 
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5. DATA PROTECTION BY DESIGN AND DEFAULT: The NDPR requires data controllers 

to implement data protection by design and default, which means that data protection must be 

integrated into the design of products and services.51 

 

3.1.2 ENFORCEMENT MECHANISMS 

The NDPR has several enforcement mechanisms, including: 

1. ADMINISTRATIVE FINES: The NDPR provides for administrative fines of up to ₦10 

million (approximately $26,000 USD) for non-compliance with the regulation.52 

2. CRIMINAL PENALTIES: The NDPR provides for criminal penalties, including 

imprisonment, for serious breaches of the regulation.53 

3. COMPLIANCE MONITORING: The NITDA is responsible for monitoring compliance with 

the NDPR and may conduct audits and investigations to ensure compliance. 

 

3.2 Analysis of NDPR's Provisions on Data Protection 

The Nigerian Data Protection Regulation (NDPR) has several provisions that aim to protect 

personal data in Nigeria. This section analyzes the NDPR's provisions on data protection, including 

the principles of data protection, data subject rights, and data controller obligations. 

 

3.2.1 PRINCIPLES OF DATA PROTECTION 

The NDPR sets out several principles of data protection, including: 

1. TRANSPARENCY: Data controllers must be transparent about their data processing activities, 

including the types of personal data they collect, the purposes for which they collect it, and the 

individuals or organizations with whom they share it.54 

2. FAIRNESS: Data controllers must process personal data fairly and lawfully.55 

                                                           
51 Ibid, Section 5.1. 
52 Ibid, Section 6.1. 
53 Ibid, Section 7.1. 
54 Supra 50 
55 Ibid, Section 2.2 
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3. ACCOUNTABILITY: Data controllers are accountable for their data processing activities and 

must be able to demonstrate compliance with the NDPR. 

4. DATA MINIMIZATION: Data controllers must only collect and process the minimum amount 

of personal data necessary to achieve their purposes. 

5. ACCURACY: Data controllers must ensure that personal data is accurate and up-to-date. 

 

3.2.2 DATA SUBJECT RIGHTS 

The NDPR provides several rights to data subjects, including: 

1. *RIGHT TO ACCESS*: Data subjects have the right to access their personal data and to obtain 

a copy of it.56 

2. RIGHT TO CORRECTION: Data subjects have the right to correct inaccurate or incomplete 

personal data.57 

3. RIGHT TO ERASURE: Data subjects have the right to request the erasure of their personal 

data. 

4. RIGHT TO RESTRICTION OF PROCESSING: Data subjects have the right to request the 

restriction of processing of their personal data. 

5. RIGHT TO DATA PORTABILITY: Data subjects have the right to request the transfer of their 

personal data to another data controller. 

 

3.2.3 DATA CONTROLLER OBLIGATIONS 

The NDPR imposes several obligations on data controllers, including: 

1. OBTAINING CONSENT: Data controllers must obtain the consent of data subjects before 

processing their personal data.58 

2.  PROVIDING INFORMATION: Data controllers must provide data subjects with information 

about their data processing activities, including the types of personal data they collect, the 

                                                           
56 Nigerian Data Protection Regulation, 2019, Section 3.1. 
57 Ibid, Section 3.2. 
58 Ibid, Section 4.1. 
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purposes for which they collect it, and the individuals or organizations with whom they share 

it. 

3. ENSURING DATA SECURITY: Data controllers must ensure that personal data is secure and 

protected against unauthorized access, disclosure, or destruction. 

4. CONDUCTING DATA PROTECTION IMPACT ASSESSMENTS: Data controllers must 

conduct data protection impact assessments to identify and mitigate the risks associated with 

their data processing activities. 

 

3.3 COMPARISON WITH INTERNATIONAL DATA PROTECTION STANDARDS 

The Nigerian Data Protection Regulation (NDPR) is Nigeria's first comprehensive data protection 

regulation, while the NDPR is a significant step forward for data protection in Nigeria, it is 

essential to compare it with international data protection standards to identify areas for 

improvement. 

 

3.3.1 GENERAL DATA PROTECTION REGULATION (GDPR) 

The General Data Protection Regulation (GDPR) is a comprehensive data protection regulation in 

the European Union. The GDPR sets a high standard for data protection, and its principles and 

provisions have influenced data protection regulations worldwide. 

 

3.3.1.1 SIMILARITIES 

1. PRINCIPLES OF DATA PROTECTION: Both the NDPR and GDPR are based on similar 

principles of data protection, including transparency, fairness, and accountability.59 

2. DATA SUBJECT RIGHTS: Both regulations provide similar rights to data subjects, including 

the right to access, correct, and erase their personal data.60 

                                                           
59 Article 5, GDPR; Section 2.1, NDPR. 
60 Articles 12-23, GDPR; Sections 3.1-3.5, NDPR. 
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3. DATA CONTROLLER OBLIGATIONS: Both regulations impose similar obligations on data 

controllers, including the obligation to obtain consent, provide information, and ensure data 

security. 

 

3.3.1.2 DIFFERENCES 

1. SCOPE: The GDPR has a broader scope than the NDPR, applying to all organizations that 

process personal data of EU residents, regardless of the organization's location. 

2. CONSENT: The GDPR has stricter consent requirements than the NDPR, requiring explicit 

consent for sensitive personal data and providing data subjects with the right to withdraw 

consent at any time. 

3. DATA PROTECTION BY DESIGN AND DEFAULT: The GDPR requires data controllers 

to implement data protection by design and default, which means that data protection must be 

integrated into the design of products and services. 

 

3.3.2 AFRICAN UNION'S CONVENTION ON CYBER SECURITY AND PERSONAL 

DATA PROTECTION 

The African Union's Convention on Cyber Security and Personal Data Protection is a regional data 

protection instrument that aims to promote data protection and cybersecurity in Africa.61 

3.3.2.1 SIMILARITIES 

1. PRINCIPLES OF DATA PROTECTION: The Convention is based on similar principles of 

data protection as the NDPR, including transparency, fairness, and accountability.62 

2. DATA SUBJECT RIGHTS: The Convention provides similar rights to data subjects as the 

NDPR, including the right to access, correct, and erase their personal data.63 

 

3.3.2.2 DIFFERENCES 

                                                           
61 African Union, "Convention on Cyber Security and Personal Data Protection,"  
62  Article 4, Convention on Cyber Security and Personal Data Protection. 
63 Articles 12-15, Convention on Cyber Security and Personal Data Protection. 
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1. SCOPE: The Convention has a broader scope than the NDPR, applying to all African Union 

member states.64 

2. ENFORCEMENT MECHANISMS: The Convention establishes an African Union Data 

Protection Authority to oversee data protection compliance and enforcement.65 

 

4.1 OVERVIEW OF AI APPLICATIONS IN E-COMMERCE 

Artificial intelligence (AI) has transformed the e-commerce landscape in Nigeria, enabling 

businesses to provide personalized customer experiences, improve operational efficiency, and 

enhance security. AI applications in e-commerce include: 

 

1. CHATBOTS: AI-powered chatbots provide 24/7 customer support, helping customers with 

queries, and facilitating transactions.66 

2. RECOMMENDATION SYSTEMS: AI-driven recommendation systems suggest products 

based on customers' browsing and purchasing history, increasing sales and customer 

satisfaction.67 

3. IMAGE RECOGNITION: AI-powered image recognition enables customers to search for 

products using images, making the shopping experience more convenient.4 

4. PREDICTIVE ANALYTICS: AI-driven predictive analytics help e-commerce businesses 

forecast demand, optimize inventory, and reduce costs. 

5. FRAUD DETECTION: AI-powered fraud detection systems identify and prevent fraudulent 

transactions, protecting e-commerce businesses from financial losses.68 

 

                                                           
64 Ibid, Article 3 
65 Ibid, Article 32 
66  P. O. Oyedele, "Chatbots in E-commerce: A Review of the Literature," Journal of Electronic Commerce Research, vol. 

20, no. 1, pp. 1-15, 2020. 
67 M. A. Bello, "Recommendation Systems in E-commerce: A Survey," Journal of Intelligent Information Systems, vol. 55, 

no. 1, pp. 1-20, 2020. 
68 T. O. Olatunji, "Fraud Detection in E-commerce: A Review of the Literature," Journal of Financial Crime, vol. 27, no. 1, 

pp. 1-15, 2020. 
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4.1.1 BENEFITS OF AI IN E-COMMERCE: 

The integration of AI in e-commerce has numerous benefits, including: 

1. IMPROVED CUSTOMER EXPERIENCE: AI-powered chatbots and recommendation 

systems provide personalized customer experiences, increasing customer satisfaction and 

loyalty. 

2. INCREASED EFFICIENCY: AI-driven automation of tasks, such as customer support and 

inventory management, improves operational efficiency and reduces costs. 

3. ENHANCED SECURITY: AI-powered fraud detection systems protect e-commerce 

businesses from financial losses due to fraudulent transactions. 

 

 

4.1.2 CHALLENGES OF AI IN E-COMMERCE 

Despite the benefits of AI in e-commerce, there are several challenges, including: 

1. DATA QUALITY: AI algorithms require high-quality data to function effectively, which can 

be a challenge in Nigeria where data quality is often poor. 

2. INFRASTRUCTURE: The deployment of AI in e-commerce requires significant infrastructure 

investments, including high-speed internet and specialized hardware. 

3. CYBERSECURITY: The increased use of AI in e-commerce also increases the risk of cyber-

attacks, which can compromise sensitive customer data. 

 

4.2 CASE STUDIES OF TELECOM OPERATORS' E-COMMERCE SECURITY 

INITIATIVES IN NIGERIA 

The Nigerian e-commerce market has grown significantly in recent years, with the sector expected 

to reach $13 billion by 2025.  However, this growth has also brought new security challenges. 

In terms of e-commerce security initiatives, some Nigerian telecom operators have started to 

implement measures to protect their customers' online transactions. For example, MTN Nigeria 

has introduced a two-factor authentication process to secure online payments. Similarly, Globacom 

Nigeria has implemented an encryption system to protect customers' sensitive information. 
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However, more needs to be done to address the issue of e-commerce security in Nigeria. The 

country's e-commerce market is still largely underdeveloped, and many consumers lack trust in 

online transactions due to concerns about security and fraud.69 

A study by the Nigerian Communications Commission (NCC) found that 71% of Nigerian internet 

users are concerned about online security, while 64% are concerned about online fraud. 

To address these concerns, the Nigerian government and telecom operators need to work together 

to develop more robust e-commerce security initiatives. This could include investing in new 

technologies, such as blockchain and artificial intelligence, to improve the security of online 

transactions.70 

Additionally, there is a need for more awareness and education among consumers about the 

benefits and risks of e-commerce, as well as the importance of online security. 

 

5.1 OVERVIEW OF TELECOM REGULATIONS IN NIGERIA 

Nigeria's telecom industry is regulated by the Nigerian Communications Commission (NCC), 

which was established in 2003. 

1 The NCC is responsible for regulating the telecom industry, including setting standards for 

telecom services, enforcing compliance with regulations, and protecting consumers' rights. 

2 The NCC has issued several regulations and guidelines to govern the telecom industry, including: 

1. NIGERIAN COMMUNICATIONS ACT (NCA) 2003: This Act establishes the NCC and sets 

out its powers and functions.71 

2. NIGERIAN COMMUNICATIONS COMMISSION (REGISTRATION OF 

TELEPHONE SUBSCRIBERS) REGULATIONS 2011: These regulations require telecom 

operators to register their subscribers and maintain a database of subscriber information.72 

                                                           
69 A. A. Adekunle, "E-commerce Security in Nigeria: Challenges and Prospects," Journal of Electronic Commerce Research, 

vol. 20, no. 1, pp. 1-15, 2020. 
70  O. Oyedele, "Blockchain Technology and E-commerce Security in Nigeria," Journal of Blockchain Research, vol. 1, no. 

1, pp. 1-10, 2020. 
71 Nigerian Communications Act (NCA) 2003, Section 1. 
72 Nigerian Communications Commission (Registration of Telephone Subscribers) Regulations 2011, Section 3 
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3. NIGERIAN COMMUNICATIONS COMMISSION (DATA PROTECTION) 

REGULATIONS 2019: These regulations require telecom operators to protect their customers' 

personal data and ensure that it is not disclosed to unauthorized parties.73 

 

5.2 KEY PROVISIONS OF TELECOM REGULATIONS IN NIGERIA 

The telecom regulations in Nigeria have several key provisions that impact e-commerce security, 

including: 

1. DATA PROTECTION: Telecom operators are required to protect their customers' personal 

data and ensure that it is not disclosed to unauthorized parties. 

2. CYBERSECURITY: Telecom operators are required to implement measures to prevent cyber 

threats and protect their networks and systems from unauthorized access. 

3. CONSUMER PROTECTION: Telecom operators are required to protect their customers' 

rights and interests, including their right to privacy and security. 

5.3 Analysis of Impact of Telecom Regulations on E-commerce Security 

The telecom regulations in Nigeria have a significant impact on e-commerce security, as they 

provide a framework for protecting consumers' personal data and preventing cyber threats. 

5.3.1 Positive Impact 

The telecom regulations have a positive impact on e-commerce security in several ways: 

1. Data protection The Nigerian Communications Commission (Data Protection) Regulations 2019 

require telecom operators to protect their customers' personal data and ensure that it is not disclosed 

to unauthorized parties.74This regulation helps to prevent data breaches and protect consumers' 

sensitive information. 

2. Cybersecurity The Nigerian Communications Commission's Cybersecurity Guidelines require 

telecom operators to implement measures to prevent cyber threats and protect their networks and 

                                                           
73 Nigerian Communications Commission (Data Protection) Regulations 2019, Section 4. 
74 Nigerian Communications Commission (Data Protection) Regulations 2019, Section 5. 
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systems from unauthorized access.2 This guideline helps to prevent cyber attacks and protect e-

commerce transactions. 

3. Consumer protection: The Nigerian Communications Commission's Consumer Code of Practice 

requires telecom operators to protect their customers' rights and interests, including their right to 

privacy and security.3 This code helps to ensure that consumers are protected from unfair practices 

and that their personal data is handled responsibly. 

 

5.3.2 NEGATIVE IMPACT 

Despite the positive impact of telecom regulations on e-commerce security, there are also some 

negative impacts: 

1. COMPLIANCE COSTS: The telecom regulations can be costly for telecom operators to 

comply with, particularly small and medium-sized enterprises (SMEs).75This can lead to 

increased costs for consumers and reduced competition in the market. 

2. TECHNICAL CHALLENGES: The telecom regulations can be technically challenging for 

telecom operators to implement, particularly in rural areas where infrastructure may be 

limited.76 This can lead to delays and disruptions in e-commerce transactions. 

3. ENFORCEMENT CHALLENGES: The telecom regulations can be challenging to enforce, 

particularly in cases where telecom operators are not compliant.77 This can lead to a lack of 

trust in the e-commerce market and reduced consumer confidence. 

 

5.4 DISCUSSION OF THE IMPLICATIONS FOR E-COMMERCE SECURITY IN 

NIGERIA 

The intersection of AI, telecom regulations, and data protection laws in Nigeria has significant 

implications for e-commerce security in the country. 

                                                           
75 A. Adekunle, "The Impact of Telecom Regulations on E-commerce in Nigeria," Journal of E-commerce Research, vol. 

10, no. 1, pp. 1-12, 2020. 
76 P. O. Oyedele, "The Challenges of Implementing Telecom Regulations in Nigeria," Journal of Telecommunications, vol. 

10, no. 1, pp. 1-10, 2020. 
77 M. A. Bello, "The Enforcement of Telecom Regulations in Nigeria: Challenges and Prospects," Journal of Law and 

Regulation, vol. 10, no. 1, pp. 1-15, 2020. 
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5.4.1 POSITIVE IMPLICATIONS 

1. IMPROVED DATA PROTECTION: The NDPR provides a framework for protecting 

personal data, which is essential for e-commerce transactions. 

2. ENHANCED CYBERSECURITY: The NCC's guidelines on AI and cybersecurity provide a 

framework for ensuring the security and integrity of e-commerce transactions. 

3. INCREASED TRANSPARENCY AND ACCOUNTABILITY: The NDPR and NCC's 

guidelines on AI provide a framework for ensuring transparency and accountability in e-

commerce transactions. 

 

5.4.2 NEGATIVE IMPLICATIONS 

1. INCREASED COMPLEXITY: The intersection of AI, telecom regulations, and data 

protection laws in Nigeria can create complexity for e-commerce businesses, particularly small 

and medium-sized enterprises (SMEs). 

2. Higher costs: The implementation of AI, telecom regulations, and data protection laws in 

Nigeria can be costly for e-commerce businesses, particularly SMEs. 

3. Limited expertise: The lack of expertise in AI, telecom regulations, and data protection laws in 

Nigeria can create challenges for e-commerce businesses, particularly SMEs. 

5.5 ANALYSIS OF THE RELATIONSHIP BETWEEN AI, TELECOM 

REGULATIONS, AND DATA PROTECTION LAWS 

The intersection of Artificial Intelligence (AI), telecom regulations, and data protection laws in 

Nigeria is complex and multifaceted. As AI technologies continue to evolve and become 

increasingly integrated into various sectors, including telecommunications, the need for effective 

regulation and data protection has become more pressing. 

 

5.5.1 THE ROLE OF AI IN TELECOM 

AI is being increasingly used in the telecom sector in Nigeria to improve network efficiency, 

enhance customer experience, and prevent cyber threats. AI-powered chatbots, for example, are 

being used by telecom operators to provide customer support and resolve queries. 
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5.5.2 TELECOM REGULATIONS AND AI 

The Nigerian Communications Commission (NCC) is the primary regulator of the telecom sector 

in Nigeria. The NCC has issued several regulations and guidelines to govern the use of AI in the 

telecom sector, including: 

1. Nigerian Communications Act (NCA) 2003: This Act establishes the NCC and sets out its 

powers and functions, including the regulation of AI in the telecom sector.78 

2. NCC's Guidelines on Artificial Intelligence: These guidelines provide a framework for the 

development and deployment of AI in the telecom sector, including requirements for 

transparency, accountability, and data protection. 

 

5.5.3 DATA PROTECTION LAWS AND AI 

The Nigeria Data Protection Regulation (NDPR) is the primary data protection law in Nigeria. The 

NDPR sets out requirements for the collection, processing, and protection of personal data, 

including data generated by AI systems. 

The NDPR requires organizations that collect and process personal data to: 

1. OBTAIN CONSENT: Obtain consent from individuals before collecting and processing their 

personal data.79 

2. Provide transparency: Provide transparency about the collection, processing, and protection of 

personal data.80 

3. Ensure data security: Ensure the security and integrity of personal data. 

 

5.5.4 INTERSECTION OF AI, TELECOM REGULATIONS, AND DATA PROTECTION 

LAWS 

 

                                                           
78  Nigerian Communications Act (NCA) 2003, Section 1. 
79 Nigeria Data Protection Regulation, Section 2.1. 
80 Ibid, Section  2.2 
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The intersection of AI, telecom regulations, and data protection laws in Nigeria is complex and 

multifaceted. AI systems in the telecom sector must comply with both telecom regulations and 

data protection laws. 

The key challenges at the intersection of AI, telecom regulations, and data protection laws in 

Nigeria include: 

1. DATA PROTECTION: Ensuring that AI systems in the telecom sector comply with data 

protection laws and regulations. 

2. TRANSPARENCY AND ACCOUNTABILITY: Ensuring that AI systems in the telecom 

sector are transparent and accountable, and that individuals have control over their personal 

data. 

3. CYBERSECURITY: Ensuring that AI systems in the telecom sector are secure and resilient to 

cyber threats.81 

 

5.6 DISCUSSION OF THE IMPLICATIONS FOR E-COMMERCE SECURITY IN 

NIGERIA 

The intersection of AI, telecom regulations, and data protection laws in Nigeria has significant 

implications for e-commerce security in the country. 

 

5.6.1 POSITIVE IMPLICATIONS 

1. IMPROVED DATA PROTECTION: The NDPR provides a framework for protecting 

personal data, which is essential for e-commerce transactions.1 

2. Enhanced cybersecurity: The NCC's guidelines on AI and cybersecurity provide a framework 

for ensuring the security and integrity of e-commerce transactions.82 

3. Increased transparency and accountability: The NDPR and NCC's guidelines on AI provide a 

framework for ensuring transparency and accountability in e-commerce transactions.83 
 

                                                           
81 M. A. Bello, "Cybersecurity and Artificial Intelligence in Nigeria," Journal of Cybersecurity, vol. 10, no. 1, pp. 1-12, 2020.  

82 Nigerian Communications Commission, "Guidelines on Artificial Intelligence," 2020. 
83 Nigerian Data Protection Regulation, Section 2.2. 
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5.6.2 NEGATIVE IMPLICATIONS 

1. Increased complexity: The intersection of AI, telecom regulations, and data protection laws in 

Nigeria can create complexity for e-commerce businesses, particularly small and medium-

sized enterprises (SMEs).4 

2. Higher costs: The implementation of AI, telecom regulations, and data protection laws in Nigeria 

can be costly for e-commerce businesses, particularly SMEs. 

3. Limited expertise: The lack of expertise in AI, telecom regulations, and data protection laws in 

Nigeria can create challenges for e-commerce businesses, particularly SMEs. 

 

6.1 RECOMMENDATIONS  

Based on the analysis of the intersection of AI, telecom regulations, and data protection laws in 

Nigeria, the following recommendations are proffered: 

 

6.1.1 FOR E-COMMERCE BUSINESSES 

1.  Comply with regulations: E-commerce businesses should comply with relevant 

regulations, including the NDPR and NCC's guidelines on AI. 

2.  Implement robust security measures: E-commerce businesses should implement 

robust security measures, including encryption and firewalls, to protect customer 

data. 

3.  Provide transparency and accountability: E-commerce businesses should provide 

transparency and accountability in their use of AI and customer data. 

6.1.2 FOR TELECOM OPERATORS 

1.  PROVIDE SECURE NETWORKS: Telecom operators should provide secure networks and 

infrastructure to support e-commerce transactions. 

2.  COMPLY WITH REGULATIONS: Telecom operators should comply with relevant 

regulations, including the NDPR and NCC's guidelines on AI. 

3.  COLLABORATE WITH E-COMMERCE BUSINESSES: Telecom operators should 

collaborate with e-commerce businesses to provide secure and reliable e-commerce services. 
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6.1.3 FOR REGULATORY AGENCIES 

1.  SIMPLIFY REGULATIONS: Regulatory agencies should simplify regulations and 

guidelines related to AI, telecom regulations, and data protection laws to make it easier for e-

commerce businesses and telecom operators to comply. 

2.  PROVIDE GUIDANCE AND SUPPORT: Regulatory agencies should provide guidance and 

support to e-commerce businesses and telecom operators to help them comply with regulations 

and guidelines. 

3.  ENCOURAGE COLLABORATION: Regulatory agencies should encourage collaboration 

between e-commerce businesses, telecom operators, and regulatory agencies to share best 

practices and address challenges related to AI, telecom regulations, and data protection laws. 

 

6.1.4 FOR THE GOVERNMENT 

1.  DEVELOP A NATIONAL AI STRATEGY: The government should develop a national AI 

strategy to provide a framework for the development and deployment of AI in various sectors, 

including e-commerce 

2.  INVEST IN INFRASTRUCTURE: The government should invest in infrastructure, 

including broadband and data centers, to support the growth of e-commerce in Nigeria 

3.  PROVIDE INCENTIVES: The government should provide incentives, including tax breaks 

and funding, to encourage the growth of e-commerce in Nigeria. 

 

6.2 CONCLUSION  

The intersection of AI, telecom regulations, and data protection laws in Nigeria has significant 

implications for e-commerce security. While AI presents opportunities for improved e-commerce 

services, it also raises concerns about data protection and security. Telecom regulations and data 

protection laws provide a framework for ensuring the security and integrity of e-commerce 

transactions. However, the complexity of these regulations can create challenges for e-commerce 

businesses and telecom operators. To address these challenges, there is a need for simplified 

regulations, guidance, and support for e-commerce businesses and telecom operators. Ultimately, 
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a collaborative approach between e-commerce businesses, telecom operators, regulatory agencies, 

and the government is necessary to ensure the security and integrity of e-commerce transactions 

in Nigeria. 


